
Accessing FHWA Applications Using Personal Identification Verification (PIV) Cards  
 

1. Logging in using PIV Card 
 
a. UPACS Login Page – The Login Page will change to add the option to login using your PIV card.  
 

 

Figure 1 - New UPACS Login Page 

 

Once you click on the PIV card image on the UPACS login page, you will be redirected to the 
page where a small Java application (applet) will be downloaded to interact with your PIV card 
reader.   

 

 
Figure 2 - UPACS PIV Applet Warning 

 



You will be required to accept the applet’s security certificate so it can interface with a Card 
Reader. If you do not accept the certificate, you will not be able to use your PIV card. 

If your PIV card is not in a card reader and you clicked the “Login using the PIV Card” option, the 
applet will display the following message.  

 

 
Figure 3 - "Insert PIV" Login Message 

 
You will have 5 minutes to insert your PIV card into the card reader. If you fail to insert the PIV 
card into the card reader within the period of time, you will be redirected to the UPACS Login 
page where an error message “Login failed. No PIV card found” will be displayed.   

 

When your PIV card is inserted correctly, you will be prompted to enter the PIN number 
assigned during provisioning (see Figure 4).   This number is not your UPACS PIN.  If you have 
forgotten your PIN associated with your PIV card, you should contact the office that issued your 
PIV card. 

 

 
Figure 4 - PIV PIN Entry 

 



When you enter the correct PIN number and click the ‘OK’ button, this information will be 
passed to UPACS for data synchronization purposes. 

 
b. Syncing your PIV Card with your UPACS Userids.  Upon successful validation of the 

Government PIV Authentication Key certificate, if it’s the first time you have logged in to 
UPACS using your PIV card, the UPACS Login page will be displayed.  You will be required to 
enter your UPACS userid/password.  This is required so that your UPACS userid can be synced 
with your PIV card.   

 

 
Figure 5 - UPACS Login: Sync ID/Password with PIV 

 
After the PIV card and the UPACS credentials are successfully linked, for any subsequent login 
attempts, you will not be asked to enter your UPACS Id or password. Upon successful PIV card 
validation, you will be directly taken to the UPACS Production Menu which will list all of the 
applications you have access to.  
 

c. Users with multiple UPACS Userids - Several UPACS users have multiple UPACS ids in order 
perform their Shared Resource responsibilities (e.g. to review DELMAR projects in both 
Delaware and Maryland). When these users login using the PIV card for the first time and their 
PIV card has been successfully linked with the UPACS userid that was used, an email will be 
sent out automatically advising them on how their other userids can be synced with the PIV 
card.   Once all UPACS userids have been synced to the user’s PIV card, UPACS will present the 
user with an intermediate page (see Figure 6) where the user will have the option to select the 
UPACS Userid to be used to login.  

 



 
Figure 6 – UPACS Intermediate screen for users with multiple userid 

 
2. Updating User Profile Information – The ‘Update Profile Information’ button will no longer be 

available on the UPACS Login page.  To update your profile information, click the ‘User Profile & 
Access Control System (UPACS)’ link on your UPACS Production Menu.   

 

 
Figure 7 - UPACS Production Menu 

 

When you click on the UPACS link, the following options will be available:  

• Update your Profile – When you click this link, you will be directed to the “UPACS Update Profile 
Information” screen where you will be able to update your profile information. 

• Change UPACS Password – Clicking this link will take you to the Change Password screen where 
you will be able to change your UPACS password. (Note: This link will not be available if you 
have changed your password within the last 3 days). 

• Change UPACS PIN – This link will only be available to users that currently have a UPACS PIN. 
Clicking this link will take you to the Change Pin screen where you will be able to change your 
UPACS PIN. (Note: This link will not be available if you have changed your PIN within the last 3 
days).  

 
 


