Accessing FHWA Applications Using Personal Identification Verification (PIV) Cards

1. Loggingin using PIV Card

a. UPACS Login Page — The Login Page will change to add the option to login using your PIV card.
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Figure 1 - New UPACS Login Page

Once you click on the PIV card image on the UPACS login page, you will be redirected to the
page where a small Java application (applet) will be downloaded to interact with your PIV card
reader.

Warning - Security

The application's digital signature has been verified. «
Do you want to run the application? =’
Name: app.piv. applet. PIYApplet

Publisher: Federal Highway Administration

From: https:/ffhwatap0l Fhwa,dot, gov

#lways brust content From this publisher

Run H Cancel ]

6 The digital signature has been walidated by a trusted source, Mare Infarmation,.

Figure 2 - UPACS PIV Applet Warning



You will be required to accept the applet’s security certificate so it can interface with a Card
Reader. If you do not accept the certificate, you will not be able to use your PIV card.

If your PIV card is not in a card reader and you clicked the “Login using the PIV Card” option, the
applet will display the following message.
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Figure 3 - "Insert PIV" Login Message

You will have 5 minutes to insert your PIV card into the card reader. If you fail to insert the PIV
card into the card reader within the period of time, you will be redirected to the UPACS Login
page where an error message “Login failed. No PIV card found” will be displayed.

When your PIV card is inserted correctly, you will be prompted to enter the PIN number
assigned during provisioning (see Figure 4). This number is not your UPACS PIN. If you have

forgotten your PIN associated with your PIV card, you should contact the office that issued your
PIV card.
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Figure 4 - PIV PIN Entry



When you enter the correct PIN number and click the ‘OK’ button, this information will be
passed to UPACS for data synchronization purposes.

Syncing your PIV Card with your UPACS Userids. Upon successful validation of the
Government PIV Authentication Key certificate, if it’s the first time you have logged in to
UPACS using your PIV card, the UPACS Login page will be displayed. You will be required to
enter your UPACS userid/password. This is required so that your UPACS userid can be synced
with your PIV card.

5. Department of Transporation:
Federal Highway Adminisiration Help | Fee

FHWA Information Systems - UPACS Login

File Transfer Registration UPACS Administrators Phaone List System Availability System Requirements

UPACS = User Profile and Access Control System

Please enter your UPACS User ID and Password to link your UPACS Account with PIV card.
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UPACS Password:

= By logging into FHWA Information Systems, you indicate your awareness of and consent to the Terms and Conditions of Use and Rules of Behavior, and the
Privacy Policy.

= To Change or Reset Your Password:
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Figure 5 - UPACS Login: Sync ID/Password with PIV

After the PIV card and the UPACS credentials are successfully linked, for any subsequent login
attempts, you will not be asked to enter your UPACS Id or password. Upon successful PIV card
validation, you will be directly taken to the UPACS Production Menu which will list all of the
applications you have access to.

Users with multiple UPACS Userids - Several UPACS users have multiple UPACS ids in order
perform their Shared Resource responsibilities (e.g. to review DELMAR projects in both
Delaware and Maryland). When these users login using the PIV card for the first time and their
PIV card has been successfully linked with the UPACS userid that was used, an email will be
sent out automatically advising them on how their other userids can be synced with the PIV
card. Once all UPACS userids have been synced to the user’s PIV card, UPACS will present the
user with an intermediate page (see Figure 6) where the user will have the option to select the
UPACS Userid to be used to login.
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Figure 6 — UPACS Intermediate screen for users with multiple userid

2. Updating User Profile Information — The ‘Update Profile Information’ button will no longer be
available on the UPACS Login page. To update your profile information, click the ‘User Profile &
Access Control System (UPACS)’ link on your UPACS Production Menu.
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CTs Correspondence Tracking System

CMTS Course Management and Training System

FOIS FHWA Organization Information System

HPMSV8 Highway Performance Monitoring System Version 8.0
RADS  Recovery Act Database System

SUPPS  shared Unit Performance Plan System

TCCC Transportation Curriculum Coordination Council
UPACS  User Profile & Access Control System
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Figure 7 - UPACS Production Menu

When you click on the UPACS link, the following options will be available:

Update your Profile — When you click this link, you will be directed to the “UPACS Update Profile

Information” screen where you will be able to update your profile information.

Change UPACS Password — Clicking this link will take you to the Change Password screen where

you will be able to change your UPACS password. (Note: This link will not be available if you
have changed your password within the last 3 days).

Change UPACS PIN — This link will only be available to users that currently have a UPACS PIN.
Clicking this link will take you to the Change Pin screen where you will be able to change your
UPACS PIN. (Note: This link will not be available if you have changed your PIN within the last 3
days).



