[bookmark: _GoBack]Malicious Character Error Information
1) What is the issue?
Users receive the following error message when trying to modify certain projects.

[image: ]

2) What is the cause of the issue?
If the project data contains the symbol < (less than symbol) and is immediately followed by alpha characters, then it is deemed as malicious and the browser issues the above error message. The browser has this security mechanism to prevent cross-site scripting. The character < is the beginning markup tag for HTML & Script tags and so considered malicious in browser-based web applications. 
For example, if the project has the following data in the Recipient Remarks field, then the above error message will be issued.
Received email from FHWA division office requesting to re-open the project, reduce obligations to expenditures – <John.Doe@dot.gov> 

Note: The < symbol followed by numbers is not deemed malicious. Also if the < symbol is not immediately followed by alpha characters, then it is not deemed malicious. For example, the following should be processed without any errors by the system.
Received email from FHWA division office requesting to re-open the project, reduce obligations to expenditures – <1000>
Received email from FHWA division office requesting to re-open the project, reduce obligations to expenditures – < John.Doe@dot.gov>


3) Which projects are impacted currently and what is the fix?
The following projects (see table below) will receive the malicious error due to the presence of the < symbol followed by characters. HQ team is planning to apply a data fix to these projects by adding a white space between the < symbol and the characters following it in the fields that have this issue. For example, the Recipient Remarks will have the data as below after the data fix is applied:
Received email from FHWA division office requesting to re-open the project, reduce obligations to expenditures – < John.Doe@dot.gov> 

The following are the impacted projects. In these projects, the < symbol followed by characters were found in one or more of the following fields: Project Title, Project Description, Recipient Remarks, and Division Remarks
	Recipient Id
	Federal Project Number

	4
	0224004-02

	5
	0213009-01

	5
	0405023-01

	11
	0661009-01

	12
	E041031

	12
	E041189

	12
	E042374

	12
	E044316

	12
	E044361

	18
	0712010-01

	24
	0003300

	25
	0341001-01

	25
	1953027-01

	27
	0353027-01

	28
	0698001-01

	30
	0279004-01

	30
	0395002-01

	33
	A000271

	33
	A000535

	33
	A000814

	33
	A001146

	33
	A003374

	33
	A003701

	33
	A004055

	33
	A004124

	33
	A004391

	34
	0053110

	35
	1100380

	36
	X501102

	37
	0421020

	37
	0703016

	37
	1111006

	38
	0308008-01

	38
	0430004-01

	39
	0901026-01

	39
	1245007-01

	40
	0506093

	40
	0985001-01

	48
	0090016-01

	48
	0318018-01

	49
	0002185

	49
	0003095

	49
	0051001

	49
	0089049

	49
	2006001

	49
	2007004

	49
	2082006

	49
	F003728

	49
	F005700

	49
	F005748

	49
	F006115

	49
	F006400

	49
	F006569

	49
	F007014

	49
	F007548

	49
	F007721

	49
	F007836

	49
	F008122

	49
	F008311

	49
	F009606

	49
	F009689

	49
	F009729

	49
	LC45004

	49
	LC49079

	51
	0521001

	51
	5176001

	51
	BR01285

	53
	0051021-01

	56
	1805003-01





4) Is there any follow up action that States need to take after the data fix is applied in FMIS 5.0?
After the data fix is applied in FMIS 5.0, States will need to ensure that the project data in their internal systems are also updated to reflect this change. 
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