FMIS 4.0

EDS From/To States SFTP Instructions

Feb. 7, 2011
I.  Introduction

This document is for the introduction of using EDS services via the FHWA SFTP server in compliance with the DOT security standard and requirements. The purpose of this document is to explain how to start using the SFTP server that receives and distributes EDS files.
II. Login ID and Password

Since 2010, WAR1 server accounts are now assigned to individual persons. Each person is assigned a single user ID that has privileges to upload or download files to both FMIS_Test and FMIS Production folders on the WAR1 server.  This contrasts with the previous configuration where each State was assigned a WAR1 user ID, and each State received two IDs, one for Test, and a separate ID for Prod.

Once logged in, a user can perform either EDS-from-states (for sending in project information) service or EDS-to-states (for receiving extracts) service.

For program issues and acquiring ID/password, please contact Jane Nitchals at 785-271-2448 x222 or email jane.nitchals@dot.gov. For technical issue, please contact the FMIS Team, FMISTEAM@dot.gov.
III.  Uploading and Downloading FMIS TEST Files on WAR1

The following bullets describe how to use a single individual account for both FMIS Test and Production. 

· The screenshot on the next page shows the WAR1 folder structure. It shows that the fmis_prod folder and the fmis_test folders both have the same sub-folders for up-loading and down-loading data. For uploading, there are the eds_from_states input and output folders. For downloading, there is the eds_to_states folder.

· Fmis_prod is highlighted in blue, because it is the “home” folder for individual user accounts. In order to send files to, or download files from fmis_test, the user will need to do a “change directory” to reposition the session on the fmis_test folder. For example, the following CD command changes the working directory to fmis_test/util_file/eds_from_states. 
  cd  /FMIS/fmis_test/util_file/eds_from_states 

· Fmis_test works the same as fmis_prod for the purpose of uploading and downloading files, except that files placed in the eds_from_states\input folder must have a “.test” suffix rather than the “.dat” suffix that is required in production. Files not having the “.test” suffix will be ignored by the FMIS Test application. The reason for this difference in suffix is to avoid unintended processing of test files by production FMIS as well as unintended processing of production files by FMIS Test.  

[image: image1.png]Ele Edt View Favortes Took

Help

Q- O - (3] Dot

=lolx|

Adress [ z:\apps|FIs)fis_prod

(i poters ||

3 X9

| &

Folders

| [[Name.

EBE

‘52 Fhispd on Fhwfiedt|Shered? (5:)
) 2 df on fhwawart' 2:)

12 Admin

=2 Apps
(22 Engineering

EISL
12 Fris_devl
12 Fris_maint.
5 fimis_poc

B D il file
(22 EDS_documents
=l (2 EDS_from_states
& input

(22 EDS_to_states
= D fis_test

B D il file
(S
(22 EDS_documents

=l (2 EDS_from_states
& input

(22 EDS_to_states
(S0

(S
1 objects (Disk free space: 43.1 GB)

o | Soui_fie

St

Obytes

G vocriraret

]
P




IV.  Secure Access

To send or receive FMIS 4.0 EDS Files through the Internet, you must have access to the Internet.  If you have a firewall preventing interactive connections with some sites, you may want to add FHWA address to your firewall’s permissible site list. The name for FHWA Secure FTP Server (called FHWAWAR1) is "fhwawar1.fhwa.dot.gov". Please use the name as the server reference because it is permanent.
The user would have to acquire a secure FTP client which is FIPS 140.2 compliant. One example is F-Secure SSH Client (File Transfer is a part of the F-Secure SSH Client). The key for the client program is to communicate via SFTP-compatible protocol with at least 128-encryption.

Information about SFTP is can be available at 

http://www.f-secure.com

http://www.ipswitch.com/products/file-transfer.asp

F-Secure SSH is used as an example for Secure FTP client in this document. The login ID decides which environment the service goes to.

These schemes are representative of a SFTP client executed from a workstation.
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File -> Connect -> Enter Host Name or IP address (“fhwawar1.fhwa.dot.gov“) and User Name. Port 22 is the default port for secure shell protocol.
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hit “Connect”
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Enter password, then hit “OK”
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V.  Transfer EDS-from-states File to FHWA 

The default directory, as the screen shot above shows, is “\HOME” in the Production environment with three sub-directories: “\EDS Documents,” “\EDS_from_states,” and “\EDS_to_states.” “EDS Documents” directory contains information for using EDS services, including this FTP instruction and other EDS manuals; “EDS_from_states” directory is for uploading EDS-from-states files to FMIS; “EDS_to_states” directory is for retrieving EDS-to-states files generated by FMIS through nightly cycle.

To send files for EDS-from-states service, 
1) double click on the \EDS_from_states directory
2) double click on the \input folder

3) click the upward Arrow in the toolbar

4) select the EDS file in your work station for transmission to FMIS
5) wait until the file is processed, and view the output file in the \output folder
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Click “EDS_from_states” folder
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Click “input” folder
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In the local folder panel, maneuver to the folder containing EDS files to be transferred. Highlight the appropriate EDS data file(s), and then press the Upload arrow button in toolbar. Once a file is successfully transferred, it will appear in the lower panel. 
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The name of this file should be ss_yyyymmdd_hhmmss.DAT for FMIS production and ss_yyyymmdd_hhmmss.TEST for FMIS Test.  ss_yyyymmdd_hhmmss represents the following:

ss  -  State postal abbreviation.

yyyymmdd - File creation  date in year, month day format.

hhmmss-  File creation time in hour, minutes, seconds. Hours should be in military format, eg 11:00pm =  230000.

When the SFTP Server receives your file, it will send that file to FMIS every minute for processing and return the results in a file called ss_yyyymmdd_hhmmss.OUT. You have to maneuver to \\EDS_from_states\output folder for viewing. To download your results, click on ss_yyyymmdd_hhmmss.OUT in the output folder, and then click on the Download arrow pointing to the South. 
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View of the output folder showing result files

VI.  Acquire Daily Transaction Extract file from FHWA
The user should first maneuver to \\EDS_to_states directory. 
To extract files for EDS-to-states service, 

1) double click on the \EDS_to_states directory

2) highlight the EDS-to-states file you want to extract
3) click the downward Arrow in the toolbar

4) check the file in your work station for transmission from FMIS
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EDS extract files are named tttttttt_ss_yyyymmdd, where tttttttt_ss_yyyymmdd represents the following:

ttttttt – Extract type. A value of  W40_EXP indicates that the file contains both Projects which received final electronic signature, as well as projects for which expenditures were updated. A value of W41_NOEXP indicates that the file contains only Projects which received final electronic signature.  W43_ALLCUR  is the name of the file that is created when a state wants a copy of all their projects in the system.

ss  -  State postal abbreviation.

yyyymmdd – The date on which the extracted transactions took place.
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