FMIS 4.0

EDS From/To States SFTP Instructions

May 20, 2008
I.  Introduction

This document is for the introduction of a new FTP server that is compliant with the DoT security standard and requirements. The existing setup of FTP server will co-exist with the new FTP server for now, but will be phased out in the near future. The new SFTP server is already available in Test and Prod environments. Please plan and execute your state’s transition immediately.

The purpose of this document is to explain how to use the new SFTP server that receives and distributes EDS files.

II. Login ID and Password

In contrast to the existing FTP server, states now are assigned unique state login IDs and passwords for this new Secure FTP. Each state has two login IDs because one is for Production environment, and the other for Test. EDS-from-states (for sending in project information) service and EDS-to-states (for receiving extracts) service share the same login ID. 

For program issues, please contact Bill McCarthy at ITD at 202-366-6152 or email bill.mccarthy@fhwa.dot.gov for this information. For state-specific id/password and technical issues, please contact Steven Yin at 202-366-9069 or email steven.yin@fhwa.dot.gov.
III.  Secure Access

To send or receive FMIS 4.0 EDS Files through the Internet, you must have access to the Internet.  If you have a firewall preventing interactive connections with some sites, you may want to add FHWA address to your firewall’s permissible site list. The name for FHWA Secure FTP Server (called FHWAWAR1) is "fhwawar1.fhwa.dot.gov". Please use the name as the server reference because it is permanent.
The user would have to acquire a secure FTP client which is FIPS 140.2 compliant. One example is F-Secure SSH Client (File Transfer is a part of the F-Secure SSH Client). The key for the client program is to communicate via SFTP-compatible protocol with at least 128-encryption.

Information about SFTP is can be available at 

http://www.f-secure.com

http://www.ipswitch.com/products/file-transfer.asp

F-Secure SSH is used as an example for Secure FTP client in this document. The login ID decides which environment the service goes to.

These schemes are representative of a SFTP client executed from a workstation.
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File -> Connect -> Enter Host Name or IP address (“fhwawar1.fhwa.dot.gov“) and User Name (edst_xx). Port 22 is the default port for secure shell protocol.
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hit “Connect”
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Enter password, then hit “OK”
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IV.  Transfer EDS-from-states File to FHWA (fmis_test) 

The default directory, as the screen shot above shows, is “\HOME” with three sub-directories: “\EDS Documents,” “\EDS_from_states,” and “\EDS_to_states.” “EDS Documents” directory contains information for using EDS services, including this FTP instruction and other EDS manuals; “EDS_from_states” directory is for uploading EDS-from-states files to FMIS; “EDS_to_states” directory is for retrieving EDS-to-states files generated by FMIS through nightly cycle.

To send files for EDS-from-states service, 
1) double click on the \EDS_from_states directory
2) double click on the \input folder

3) click the upward Arrow in the toolbar

4) select the EDS file in your work station for transmission to FMIS
5) wait until the file is processed, and view the output file in the \output folder
[image: image5.png]Ble

Edt Yiew Operation

window Help

Transfer

H2g nalzes B

EEIRICIEY

() Quick Connect (] Profies

Gy 8@ A @ |2k % | L 6 | D Fevertes - [Cbocuments snd Settingsisyin.0001Desktapt

(3 EDS_from_states
(0 EDS _to_states

LocalFolders x| Localtame ’ sie | Type Modfied
5 (@ Desktop. (M Documents SystemF... 02/08/2006 09:15:45 AM
3 My Documents 2ty Computer System
iy Computer vy etworkPlces SystemF.
< Recycle Bin B Intermet Explorer System F.
et e
I ma e Favortes « [[HOME]
Remote Folders Name Sz Type Modiied Attrbutes
EI=T] (EEDS Documents. Folder 02{03/2006 D6:0LSLPM  crvnx——m-
=423 HOME. (CIEDS_from_states Folder 10/14/2005 10:52:23 AWM drivx——
(3 EDS Documents. (EEDS to_states Folder 0208/2006 03:22:148 AM s

Transter | Quese|

 Tsoucerie

o]

Destination Directory

Sie

Status

Speed Tine

Cannected o 199.79,179,109 - JHOME]

1552 - adae-ch - s - e

[3Tms (0 Bytes)

[ | © kmooos

Bistert] | & 0 @ © | Blibo..| &)stot.. | &5t | 8 1. | 8 e05-..| B o | 9 oot [[Ba 1t [« B si5Pm





Click “EDS_from_states” folder
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Click “input” folder
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In the local folder panel, maneuver to the folder containing EDS files to be transferred. Highlight the appropriate EDS data file(s), and then press the Upload arrow button in toolbar. Once a file is successfully transferred, it will appear in the lower panel. 
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The name of this file should be ss_yyyymmdd_hhmmss.DAT,  where ss_yyyymmdd_hhmmss represents the following:

ss  -  State postal abbreviation.

yyyymmdd - File creation  date in year, month day format.

hhmmss-  File creation time in hour, minutes, seconds. Hours should be in military format, eg 11:00pm =  230000.

When the SFTP Server receives your file, it will send that file to FMIS every minute for processing and return the results in a file called ss_yyyymmdd_hhmmss.OUT. You have to maneuver to \\EDS_from_states\output folder for viewing. To download your results, click on ss_yyyymmdd_hhmmss.OUT in the output folder, and then click on the Download arrow pointing to the South. 
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View of the output folder showing result files

V.  Acquire Daily Transaction Extract file from FHWA (fmis_test)

With the same login id and same connection method described above, you should maneuver to \\EDS_to_states directory. 
To extract files for EDS-to-states service, 

1) double click on the \EDS_to_states directory

2) highlight the EDS-to-states file you want to extract
3) click the downward Arrow in the toolbar

4) check the file in your work station for transmission from FMIS
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EDS extract files are named tttttttt_ss_yyyymmdd, where tttttttt_ss_yyyymmdd  represents the following:

ttttttt – Extract type. A value of  W40_EXP indicates that the file contains both Projects which received final electronic signature, as well as projects for which expenditures were updated. A value of W41_NOEXP indicates that the file contains only Projects which received final electronic signature.  W43_ALLCUR  is the name of the file that is created when a state wants a copy of all their projects in the system.

ss  -  State postal abbreviation.

yyyymmdd – The date on which the extracted transactions took place.

VI.  Production Reference

Transfer of files to and from FMIS 4 in the Production environment will be exactly the same as in Test, except that the production login id will be something like “edsp_xx”. 
Troubleshooting

1)
Issue (from existing FTP WAR to new SFTP WAR1)

After login, the default directory is a level up given the choices of going to EDS_from_states, or EDS_to_states. 

Solution: 

If a state user intends to use EDS_from_states service, he or she has to change directory to \EDS_from_states, and then \input folder. 

If a state user intends to use EDS_to_states service, he or she has to change directory to \EDS_to_states folder for fetching the extract file.

2) 
Issue

State is having FTP problems because of what we changed with the FTP locations from a Windows server to a UNIX server.

Solution: 

On UNIX server file names and folder names are case sensitive. The “get” and “put” instructions should type the file name and extension in the exact case. 

3) 
Issue

Some older versions of WS_FTP might have “connection aborted” or “port failed” problems after a while of inactivity. The best course of action is an upgrade to WS_FTP Professional 2006.

Solution: 

The best course of action is to upgrade with the latest WS_FTP Professional 2006.

4) 
Issue

The data file should be space filled up to 256 characters for each record. When the state was sending their file, the trailing spaces were getting truncated before they got to the FTP server at the FMIS end.

Solution: 

The state used the following command just before the “put” command 

locsite trailingblanks
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